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Two-factor authentication is:

	 a)	A	combination	of	two	different	ways	of	identifying	yourself 

	 b)	A	password	sent	to	your	phone 

	 c)	A	smart	card	 

	 d)	A	talent	show	on	cable	television

Criminals can get passwords by:

	 a)	Tricking	you	into	revealing	them,	or	into	installing	spyware	 

	 b)	Cracking	passwords	using	a	software	program	that	makes	many	guesses 

	 c)	Capturing	usernames	and	passwords	from	one	service,	and	attempting	to	use	them	on		 	

	 	 other	services 

	 d)	All	of	the	above

A good password:

	 a)	Contains	a	secret	that	no	one	knows	about	you 

	 b)	Has	two	numbers	at	the	end,	like	“fido54” 

	 c)	Contains	foreign	words	(because	a	criminal	can	only	guess	in	English) 

	 d)	Is	complex,	random,	long,	memorable	and	usable	

Mnemonics is a method to help create a strong password that  
is memorable. 

	 a)	True 

	 b)	False

Hand-out SHeet
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Hand-out SHeet

The Diceware method of password creation: 

	 a)	Is	a	program	that	creates	passwords 

	 b)	Uses	dice	to	make	passwords	made	of	numbers 

	 c)	Uses	dice	rolls	and	a	word	list	to	create	random	phrases 

	 d)	Is	a	way	of	gambling	with	your	account	details

Password managers are programs that help you to manage passwords. 

	 a)	True	 

	 b)	False
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